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DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee

SECOM-D-189
16 August 1984

MEMORANDUM FOR: Chairman, SECOM Compartmentation Subcommittee

FROM: STAT
Chairman

SUBJECT: Procedures for Carrying Classified Material

1. The 0SD member of SECOM provided the attached correspondence on
Federal Aviation Administration and a commercial airline's policy on screening
persons carrying classified material on commercial aircraft.

2. You are requested to have your subcommittee review the attached
correspondence and report what if any changes should be made to DCID 1/19
(e.g., section 33 concerning transportation/transmission of SCI) to ensure the
secure carriage of SCI by persons authorized to transport it. A report at the
12 September 1984 SECOM meeting would be appreciatees,

A

STAT

Attachment:
Maynard C. Anderson's memo to me,
dated 14 Aug 1984, with enclosure
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

WASHINGTON. D.. 20301 = 2200

14 AUG 1384

MEMORANDUM FOR CHAIRMAN, DCI SECURITY COMMITTEE
SUBJECT: Screening of Personnel Carrying U.S. Classified
Material
The enclosed correspondence has been received from the Air
Force as an advisory concerning procedures for carrying classified
material. It is provided for your information, further

dissemination and any appropriate action necessary.

Securit lans and Programs

Enclosure
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AC 108-3
’} ' DaTE 11/€/82

ADVISORY CIRCULAR

DEPARTMENT OF TRANSPORTATION
Federa] Aviation Administration
Washingtea, D.C

FAR GUIDANCE MATZRIAL

Subject: SCREINING OF PERSONS CARRYING U.S. CLASSIFIED MATERIAL

1. PORXSE. To ;rovioe instructions for the screening of pessenqers carryino
classified material in crder to maintain the integrity o the screenirg process and
preventt the cagrornise of classified msterial.

2. BACKGRIRND. On occasion, persornel of the Federal Government and persormel of
cormtractors to the Pederal Government have a need and are authorized to carTy
-. material containirg information classified in the interest of the national
" security. Due to the requirements of the Pederal Aviation Regulations, all
.+ passengers ard their carry-on iters must be screened prior to boarding scheduled
air cerrier aircraft., Cary-on items which oontain classified material, if
routinely examined, could subject the information © comronise,

3. CIASSIFIED MATERIAL SCREENING PROCEURES. &rmmﬁqm,' o
classifiad materials ghall be screened in the szme manner as other passengers
except for the following:

- a. The pessercer ghould inform the arrier recresentative classifisd rmterials
aTe g-%g carried ard should present an official T.S. Govermmert &@@ comoany
identification travel docurentation. most instances, the classified

materizls Deing carried will be containe in sealed envelopes or snell packaces,
In these instances, the passenger is t© report to the screening station for routine
procesting. At that point, the classified material shall be Processed by X-ray
exzrination shere such equipment is available ad where such processing is
fersible, The classified material shal! contain nc metal bindings ard shall be in
‘sealed envelopes o packages. If the envelopes/packaces containing the classified -
" . material, the passencer's other carty-cn baggage ard the passenger successfully
caplete the required screening, the passenger shall be permitted to board. where
there is no X-ray equipment in use, the perscn screening the carry-an baggage
should e able to inspect envelopes containing classified material to assure the
- absence of wempors by flexing, feel, weight, etc., without opening the envelopes.
In the event that the person conducting the screening is no: satisifed ad there is
douy. as to the contents of the envelopes, the passenger shall not be permitied to
board with the ewelopes. Opening of the envelopes containing classified material
J by screening personnel is not avthorized and should never be atterpted.

Initiated by: - ACS-100

I-1059¢].
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b. In a few instances, classified material will be in sealed packages which,
because of size, weicht, oar other physical characteristics, are not suvitable for
prqcessing &s specified above. Persons carrying such material shall he screened in
the same manner as other passengers, except for the following:

(1) The Federal Goverrment o contractor cfficial who has muthorized the

/-’\-"/transport of the classified material shall notify an official of the Lproriate

air cacrier in advance of the travel. Upon notification, the carrier should advise

Sthe asthorizine official that the courier should be instructed ¢ report to the

Y

airline ticket counter upon arriving at the air terminal. Upon mrivel at the

Y ticket counter, a carrier representative shall check the cowrier's identifying

-,

éocuments.

S
- (2) Federal Government and contractor personnel shall mresent an
identification card o credential bearing a photograh, description data, and

¢ signature of the individuel., (If the identification card des no- carry

descriptive data, i.e., date of birth, height, weight, or signature, these items .

{-"must be included in the courier letter of avthorization described below.) Federal -

personnel will present official identification issued by their agencies. ,
Contractor personnel will present identification issuec by the cntracting firm o
company employing the individual or an identification issuved by the U.S.
Governrent. In the latter instance, the identification card will carrv the name of
the employing contractar or otherwise be marked t© dencte “contractor.®

(3) Federal Government and contractor personnel shall also presewt the .
original of a letter arthorizing the individual to carry classified mete-ial. a
reprocuced copy is not acceptable. The letter may contain a preprinted endorsement
for authentication by an official at the destination in cases jn which round-trip
carrying is involved. The traveler, however, shall rrovide m arthenticated oy
to each airline involved. The letter should be prepared on letterhexd stxtionery -
of the soency o contractor employing the individual. In those instances where an
individual visiting another agency of a contractar is given classified information
which he/she must transport by return trip and has no letter from his/her :
crcanization covering the material, the letter of austhorizatimn will be Prepared on
the, letterhead stationery of the agency or contractor being visited. The lette- of
authorization should: :

(2) Give the full name of the individual 22 the eploying mency or
company. .
(b) Destribe the type idemtification the individual will oresent
(e.g., Naval Research Laboratory ldentification Czd, No. 1234, ARC Corperation

C (c) Describe the material being carried (e.qc., three sealed packages,
9" x 18" x 24", addressee, ard addresscr).
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() 1Identify the point of depacture, destination, &¢¥ know transfer

pcints,

(e) Czry a dste of issuve xd & expiration date mot ezceer-.ng seven
days fram the date of issue.

(£) Casry the names, title, sig;uature, ayl telephone nomber of the
official issuing the letter. Eac.h package or carton to be exerpt will be signed on
its face by the official who signed the letter,

(g) Carry the name of the Government aency designated to confirm the
letter of autherization and its telaphone number. The telephone number of the
acency designated shall be a U.S. Governrent official number that is subject to
verification for both Government and contractor use.

(4) I1f satisfied with the identification and the letter of arthcrization,:
the casrier representative shall provide the passenger with an escort t the
scTeening station and a:thorize the screening personnel to exemyt the classified
packages £ram physical cr other type inspection. The passenger ad 2ll o-her items
the passenger may be cxrryving shall be subject to normal screening. If the airline
representa.zw is not sztisifed with the authenticity of the passenger o the
docunetation presented, he/she should contact a representative of the athorizing
official for approprimte verification. If the airline representative is still not
sztisifed, the passencer shall not be permitted to cacTy the classified packages
aboxrd, In these instances, the U.S. agency or campay inwolved should be advised
of the situztion. If the situation warrats, the Federal Bureau of Investication
should also be advised.

4. mmas COURIER SERVICES (ARTCOS) SCREDTING PROCEURER. “The ARFCOS ‘18 .
been specifically designated by the Department of Defense to escort courier
material classified TOP SECRET that is cnsidered highly sensitive by the Federal
Govertmment., All branches of the Pederal Government and cualified cotractors of

the Government may be served by ARPCOS in the transportation of these types of
mzterials,

-

a. In rost instances, material in the custody of ARPCDS coriers will be of
sath volure as o require loading in the aircraft carm corpartment. The loedinc
Cf this materia) will be under the supervision of a recresentative of the crier '

o it met be accompanied by and under constant surveillance of ARPOE persormel
wno will remain on guard until the caroo compariment is secred. In accordance
with Rir Transpomt Association policy, air carriers will nor*-....ly goce ARRCDS
FU:'T'S 9 and 14 as athorization for APFOOS couriers to Gain access to sterile ra—o

+ areas. The ARFOOS corier will be the last passenger t0 board the aircraft and the

first t© deplane. Off-loading procedures will also be observed bv the ARFCOS
courier. The carrier concerned will be given sufficient advence notification by
the dispestching Armed Forces Courier Station in ccder that mrawemerts for
transporting the courier material to the aircraft can » tomoletec,

“
r
1

L

Ut
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b. Hand-carried ARFCOS material will Be plased in s ARPOYNS .
then secured with an ARFODS lock. Screening i oEier poudh,
be £o!lcwed. ? Procedures as outlined in 3 acw wil)

€. ARFCOS cowrier pa%sa\nei are rot u:red and :
unifarm. All such persons will be identified by mvgﬁﬁ‘: ::ﬂmntq'
identification card (ARPCOS Porm 9, BZf with g ped stripe, o 1€ h;n ARPCDS
rec stripe) in additian to the prescribed letter of w?-"oriza:sg-;‘!m o Blue witk

d. It is incarbent upon the urier to assre that
ere nmade at the destinat . = t opropriste mrrarmements
recuired. destination for secure storage of classified material as may be

Director of Civil Aviation Segurity

US Depamentt
O Yorsponaren | o hea "™
Federat Aviction i ,

830 nOependence Ave . S W.
Wasprengion, 0L 20591

Once: dusrens
Perany 10 Pravsn Uee $300
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